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 Senior Network Security Specialist IV 
Foushée Job #: 326

Job Descripti on:

Works under consultati ve directi on toward predetermined goals and objecti ves.

Assignments are usually self-initi ated.

Determines and pursues courses of acti on necessary to obtain desired results, and makes 

recommendati ons and changes to departmental policies and procedures.

Work is checked through consultati on and agreement, rather than formal review by supervisor.

Responsible for the research, design, development and implementati on of extremely complex 

computer network security/protecti on technologies for company informati on and network 

systems/applicati ons.

Develops security plans, designs, best practi ces and guidelines for existi ng or new technolo-

gies within network security and fi rewall protecti on.

Develops virus protecti on security procedures to insure that email and email att achments are 

appropriately scanned, and all network-att achment resources are implemented with the ap-

propriate and updated soft ware to prevent a computer virus infecti on.

Provides security soluti ons for the company's networks and virtual private networks, key pub-

lic infrastructures, authenti cati on and directory services, ensuring the security of unauthor-

ized access.

Performs periodic scans of networks to identi fy security vulnerabiliti es and provide remedia-

ti on alternati ves.

Conducts security risk assessment to ensure compliance with corporate security policies and 

adherence to best practi ces.

•

•

•

•

•

•

•

•

•

•
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Develops security design plans to implement, test and manage new or existi ng network secu-

rity technologies and strategies.

Provides security soluti ons that require resoluti on of complex operati onal and integrati on is-

sues to successfully deploy secure technologies.

Serves on internal committ ees to represent and support computer/internet security interests.

Works with vendors, external organizati ons or customers to defi ne security requirements and 

identi fy project opportuniti es.

Provides leadership to less experienced Computer and Informati on Security Specialists and 

Technicians.

May act as lead person or technical expert on large projects.

Qualifi cati on Guidelines: 
Master’s degree in Computer Science or other studies relevant to this positi on and more than 4 

years experience with a major corporati on and/or law enforcement, intelligence, public service or 

private sector security organizati on; or Bachelor’s degree in Computer Science or other studies 

relevant to this positi on and more than 8 years experience with a major corporati on and/or law en-

forcement, intelligence, public or private sector security organizati on. Exposure in the internati onal 

security arena is desirable. Certi fi ed Informati on Systems Security Professional (CISSP) preferred.

•

•

•

•

•

•
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Security Guard 1 Unarmed—Foushée Job #:  449

Console Operator—Foushée Job #:  450

Top Compliance and Ethics Executi ve—Foushée Job #:  700
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Security-Related Membership Associati ons

Alliance for Enterprise Risk Management (AESRM)
76552 Begonia Lane
Palm Desert, CA 92211
Telephone: 760-518-0425
Website: htt p://www.aesrm.org/

The Alliance for Enterprise Security Risk Management (AESRM) was formed in February 2005 by ASIS 
Internati onal, ISACA and the Informati on Systems Security Associati on (ISSA) to encourage board and 
senior executi ve att enti on to criti cal security-related issues and the need for a comprehensive approach 
to protect the enterprise. The alliance brings together more than 90,000 global security professionals 
with broad security backgrounds and skills to address the signifi cant increase and complexity of secu-
rity-related risks to internati onal commerce from terrorism, cyber att acks, Internet viruses, theft , fraud, 
extorti on and other threats.
  

American Board of Forensic Document Examiners (ABFDE)
7887 San Felipe, Suite 122
Houston, TX  77063
Telephone: 713-784-9537
Website: htt p://www.abfde.org/

The ABFDE provides a program of certi fi cati on in forensic document examinati on with the dual purpose 
of serving the public interest and promoti ng the advancement of forensic science. In purpose, functi on, 
and organizati on, therefore, the ABFDE is analogous to the certi fying boards in other scienti fi c fi elds. The 
ABFDE is the only certi fying board for Forensic Document Examiners recognized by the American Acad-
emy of Forensic Sciences, the American Society of Questi oned Document Examiners, and the Canadian 
Society of Forensic Sciences.

American College of Forensic Examiners (ACFEI)
2750 E. Sunshine Street
Springfi eld, MO  65804
Telephone: 800-423-9737
Website: htt p://www.acfei.com/ 

The American college of Forensic Examiners Insti tute (ACFEI) is an independent, scienti fi c, and professional 
associati on representi ng forensic examiners worldwide. ACFEI acti vely promotes the disseminati on of fo-
rensic informati on and the conti nued advancement of forensic examinati on and consultati on across the 
many professional fi elds of membership. ACFEI has elevated standards through educati on, basic and ad-
vanced training as well as Diplomate and Fellow status. ACFEI off ers its members the opportunity to gain 
knowledge and boost careers by earning certi fi cati on in several programs.  Each program is taught by an 
expert in the fi eld at ACFEI’s annual conferences. Courses are also off ered online to provide applicants the 
choice of studying at their own pace. A few of the programs off ered are: Certi fi ed Forensic Accountant, 
Cr.FA; Certi fi cate in Homeland Security, CHS; and Sensiti ve Security Informati on, SSI, Certi fi ed.
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