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The process to create a security master plan involves discussions across the enterprise.
Security leaders can't do the kind of planning like they used to - it requires a more
comprehensive view of the organization. What changed to make this so? There is no
one "right" way to create a security program anymore. Every CEO has their own opinion
of how to do "security". And on top of that there is now a huge diversity in
organizational structure and leadership, which makes planning a very individualistic
exercise.

In today's world, understanding an organization's corporate culture is everything. If the
security leader does not get that right — the rest does not matter. Additionally, if the
right key success factors have not been identified - they will never get key performance
indicators (KPIs) right.

The process will be slightly different for any given organization based on industry, risk
appetite, organizational structure, acceptable residual risk levels, etc. This chart lists
some of the main steps the SEC has identified for a successful plan (note, some steps
may happen concurrently or in different order depending on circumstances):
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Review cument state
of security
programs,/services

Define strategic goals
of the master plan

Conduct risk
assessments

Gather stakeholder
input to obtain
business alignmment

Idenfify reach/breath
(e.g.. baseline,
advanced, best in
class; could be
mulfiple])

Idientify final set of
sarvices/programs o
add or subfract from
cument state

Idenfify crganizaticnal
responsibilifies and
expectafions; both

owned and supported

Assess the budget,
resouice capaciy
and prioritize controls

Align the identified
and agreed wpsen risks
to confrods

Identify major
domains of conirol
(e.g.. people, assefs,
informaftion)

Document controls
and level of controls
by service /program

Select service delivery
moedel ocross
enterprise

Conduct a plan
review; create finvolve
cross-funclicnal
teams

Implement plan (lkehy
a phased approach)

Maonitor/ measure
impact of plan™ and
adjust elements
accordingly
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The need for monitoring and measuring the impact of the strategic master plan cannot
be overlooked. KPI identification should be considered concurrently with plan
development.

* Program/Services KPl examples (Security owned and where Security supports):
¢ Elimination of sanctionable penalties associated with frequency and severity of

compliance deviations.

e Better cross-functional collaboration results in faster time for investigation
resolution.

e Percent of reduction of security-related incidents attributable to improved
security

measures.

e Percent of internal customer satisfaction survey scores above target.
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e Percent conformance of budgeted activities to performance measures in annual
plan.

e Reduction in security cost as a percent of revenue.
e Reduction in direct cost of security incidents or critical process disruptions.

e Reduction in cost of compliance with security-related regulations or cost to
insure.

e Measurable reduction in cycle time or cost of essential security controls.
e Reductions in employee interaction with time-consuming security measures.

e Increased market penetration attributable to security measures; facilitating
secure business process in risky markets.

e Percent reduction in employee on-boarding time attributable to vetting process
improvement

e Bl vetting processes identify revised HR screening routines that yield improved
candidate identification

This is a high-level view of the process. We can work with you on the details and your
strategic security master plan roadmap. Contact Us to find out more.
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https://www.securityexecutivecouncil.com/survey/index.php?sid=16263

Visit the Security Executive Council website for other resources
in the Security Program Strategy & Operations: Strategic

Planning/Management series.

About the Security Executive Council

The SEC is the leading research and advisory firm focused on corporate security risk
mitigation solutions. Having worked with hundreds of companies and organizations we
have witnessed the proven practices that produce the most positive transformation.

Our subject matter experts have deep expertise in all aspects of security risk mitigation
strategy; they collaborate with security leaders to transform security programs into

more capable and valued centers of excellence. Watch our 3-minute video to learn more.

Contact us at: contact@secleader.com

Website: https://www.securityexecutivecouncil.com/
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https://www.securityexecutivecouncil.com/spotlight/?sid=31378
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