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Streamlining Security
Programs from the
Start
By the Security Executive Council

Beginning a new project or starting a new program can feel like an exercise in futility at the
beginning.
You recognize that you must get buy-in and feedback from all organizational stakeholders, so
you bring together staff and leaders from across functions who've never worked together as a
team before. Each of them brings his or her own vocabulary and ideas of security-related
concepts.
The first step is to get them all on the same page.
Security departments that rely on institutional knowledge alone to convey information about
their function, the risk landscape, and their operations to this new team will be at a significant
disadvantage here. Without clear, jargon-free documentation to start them off, the team will
get stuck on this first step for much longer than is helpful or necessary.
Instead, develop an operations guide for the new program that is based on industry-leading
material and proven practices, and make that the starting point for the new team's
conversation.
An operations guide can include the mission and objectives of the type of program you hope to
implement, its value, current state, program processes, risks, stakeholder requirements, and
applicable standards and guidelines. It should be laid out in layman's terms so that those new
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to security will be able to easily understand its message. The image below is a graphic
representation of an operations guide for an event security program.

Identify Stakeholders
•Understand roles
•Agree on scope
•Agree on review process
•Agree on implementation
Program Validation/Auditing
•Event scheduling
•Event management
•Results analysis
•Feedback loop
•Modification
•Metrics

Identify Event Types
•Contract documentation
•Venues
•Attendee types
•Security’s role in each

Event Security
Program Process

•Duty to protect / duty to comply
•Define risk levels
•Define for each event type
•Agree on modification / delay /
cancellation criteria

Program Roll-out
•Organizational awareness
•Buy-in
•Participation
•Training
•Responsibilities

Define Risks, Targets and
Catalysts
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Mitigation Strategies & Options
Develop Policy
•Align with corporate culture,
insurance, and governing
bodies

•Contractual
•Performance level
•Inspection and validation on site
•Agree to level of ongoing
supervision / QA
•Corp. security and crossfunctional team designed and
implemented

Presenting an operations guide up front and asking the team to customize it to their
organization streamlines the process significantly. It saves time and can help the team avoid
disagreements due to misunderstanding early on.

Visit the Security Executive Council web site to view more resources in
the Security Program Strategy & Operations: Strategic
Planning/Management series.

Copyright 2020 Security Executive Council

2

About the Security Executive Council
The SEC is the leading research and advisory firm focused on corporate security risk mitigation
solutions. Having worked with hundreds of companies and organizations we have witnessed
the proven practices that produce the most positive transformation. Our subject matter experts
have deep expertise in all aspects of security risk mitigation strategy; they collaborate with
security leaders to transform security programs into more capable and valued centers of
excellence. Watch our 3-minute video to learn more.
Contact us at: contact@secleader.com
Website: https://www.securityexecutivecouncil.com/
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